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CoBpeMeHHasa KPUMWHOJIOTUA, COXPaHAA TPaAMUMOHHOE NpeameTHOe WCC/ed0BaTesbCKoe MoJie,
BK/lOYaeT B ceba pAd 4YacTHbIX KPUMWMHOJIOTMYECKMX Teopui (KPMMMUHANbHAs BUKTUMOOTUS,
neHuUTeHUMapHas KPUMMHOIOTUA, KPUMUHODAMUNIUCTHMKA, noauTUYeckas KPUMMHOOTUA,
KPUMWHANbHAA apManornsa, KPUMMHOMEHO/OMMA, KPUMWMHOTEONOMMA W Ap.), NPeacTaBAAOLLMX
Hanbonee NpobaemHble U aKTyasibHble HamnpaBAeHUA UccaefoBaHMA npecTynHocTu. Cpeam HUX ocoboe
MECTO 3aHMMaeT KUOEepPKPUMWMHOMOMMA — pasgen  KPUMWMHOIOTMM, MOCBAWEHHbIA  U3YYEHUIO
NPecTynHOCTM B chepe BbICOKMX TEXHONOTUNA.

Lenb HayyHoW paboTbl — pacKpbiTME MOHATUA WM NpeameTa KMOEpKPMMWHOMOIMM KaK OAHOro w3
Hanbonee COBPEMEHHbIX HaNPaBAEHUN  KPUMWMHOJIOFMYECKOTO  HAy4yHOro  3HaHWA, aHaau3
KMbepnpecTynHoCcTU Yepes NPU3My KpUMUHOIOTUMK.

Matepuan n metogbl. MaTepuanom AAA M3y4YeHUs ABNAIOTCA NPaABOBble WUCTOYHMKWU, HAyYHble
ny6aAnKaLmm, oTpaXkarolme pasanyHble TOYKM 3PEHUS OTEYECTBEHHbIX U 3apyberKHbIX KPUMUHONOIOB,
oduuUMaNbHbIE CTATUCTUYECKME AaHHble MuUHUCTEPCTBA BHYTPeHHUX aen Pecnybavku benapycb. B
paboTe Mcnonb3oBanucb oblieHayyHble MeTOAbl, @ TaKkKe CPaBHWUTE/NbHbIA MeToZ, CTaTUCTUYECKOro
HaboAeHUA, CTaTUCTUYECKOrO aHau3a.

Pe3synbtatbl M ux obcyxaeHue. Pas3BuTne WHOOPMAUMOHHBIX TEXHONOMMA 3a nocnegHue
aecatunetns BegeT K pOpMUPOBAHMIO HOBOM, TaK HasbiBaeMol UMPPOBON peasibHOCTU, LUMPPOBOWA
TpaHcpopmaLmm 06LECTBEHHbIX OTHOLWEHUN. B yCnoBMAX KOrga KPUTUYECKU BaxKHbIE YCNYrM BCE Yalle
npeanaraloTcAa B PEXMME OHMaMH, noasaseTca Bce 60Jiblue BO3IMOMKHOCTEM AnA  3/10ynoTpebneHun
TEXHOIOTUAMU U cosepweHunsa npectynneHnn. Ocoboit npobnemoit ABnAetca obecneyeHue
MMHUMM3AUNN KPUMUHOTEHHbIX PUCKOB B YCIOBUAX pPa3BUTUA LMOPOBOM peanbHOCTM, BK/OYan
pa3paboTKy mep No NPOTUBOAENCTBUIO KMBEPNPecTyNnHOCTN, BUKTUMOIOTMYECKOM NPODUNAKTUKE KePTB
npectynieHunin B UHbopmaunmoHHo-UMbpoBoi obnacTu.

PasBuTHE UCCNef0BaHUI B paMKax KMOEPKPUMUHONOTMWN NPesnonaraeT He TO/IbKO OCYLLECTB/IEHUE
TPAAMUMOHHOIO  KPUMMHOJ/IOTMYECKOTO  aHa/iM3a  KOJIMYECTBEHHO-KAYECTBEHHbIX  NOKasaTenei
KMbepnpecTynHocTn, ee AeTEPMUHAHT, JIMYHOCTM KubepnpecTynHWKa, mMep Mo npeaynpexpeHuio
KMbepnpecTynHoCT!, HO U M3y4yeHNe BO3MOXKHOCTEN UCMNO/b30BaHMA MHPOPMALMOHHBIX TEXHONOMUIN B
KayecTBe WMHCTPYMEHTa NPOTUBOAENCTBUA Yrpo3am JAUYHOCTHOM, FrOCyAapCTBEHHOW W OBLLECTBEHHOM
6e30nacHOCTK.

3akawueHue. 111 NOBbILEHNA KAYecTBa M NPaKTUYECKOW OTAauM TaKMUX UCCIe0BaHUI HeobxoanMmo
CO3/aHMe HAYYHO-METOL0/1I0MMYECKOrO LIEHTPA U3yYeHUs KnbepnpecTynHOCTU U 06begMHEHNUA NOL ero
arnaon npodeccMoHanoB B 061acTM yrosoBHOrO npasa W npouecca, MHGOPMALMOHHBIX TEXHONOTUNA,
KPUMWHAZIMCTUKKM, KPUMUHONOTUKM, a TaKKe MPUHATME Mep NO MOAroTOBKE CMneuuannctos B
paccmaTtpuBaemoin obnactu.

KnioueBble cnoBa: npecTynHoOCTb, KOMMbIOTEPHbIE CUCTEMbI U TEXHOAOrMWU, WMHPOPMALMOHHbIE
TEXHONOTUKM, KUBEpnpoCTpaHCTBO, ceTb WHTepHeT, KubepnpectynieHusa, NpecTynieHuMa npoTuB
nHbOopMaUMOHHOM besonacHoCTM.
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Contemporary criminology which retains the traditional object research field includes a number
of individual criminological theories (criminal victimology, penitentiary criminology, criminal
familistics, political criminology, criminal armalogy, criminal penology, criminal theology etc.) which
present most problematic and relevant directions of criminal research. Among them the so-called
cyber criminology which studies crime in the field of hi-tech takes a special place.

The research purpose is disclosing the notion and the object of cyber criminology as one of the
most contemporary directions of criminological scientific knowledge, analysis of cyber crime through
the prism of criminology.

Material and methods. The research material is legal sources, scientific publications which reflect
different points of view by domestic and foreign criminologists, official statistic data of Ministry of
Internal Affairs of the Republic of Belarus. General scientific methods were used in the research as well
as the comparative method, methods of statistic observation, statistic analysis.

Findings and their discussion. The development of information technologies over the last decades
has led to shaping new, so-called digital reality, digital transformation of social relations. The conditions
when critically significant services are more and more often offered on-line provide more possibilities
for abusing technologies and committing crime. A special problem is ensuring the minimization of
criminal risks in conditions of the development of digital reality including the development of measures
of combating cyber crime, victimology prevention for victims of information digital crime.

The development of the research within cyber criminology presupposes not only traditional
criminological analysis of qualitative and quantitative indicators of cyber crime, its determinants, the
cyber criminal’s personality, cyber crime prevention measures but also the study the possibilities of
using IT as a tool of combating threats to personality, state and social security.

Conclusion. To improve the quality and practical feedback of such researches it is necessary to create
a scientific methodological center of cyber crime studies and to unite within it professionals in the field
of criminal law and process, information technologies, forensics, criminology as well as take steps on
training specialists in the field.
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